“It’s nice to be able to

fire up the Websense
dashboard and quickly
glance at which services
are down, what’s working,
or whether there’s a huge
spike in traffic, and to

be able to see that

very, very quickly.

Mark Cho
Manager of Instructional Technology
Bellevue School District
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Many of today’s Web security threats are delivered by reputable Web sites.
According to the 2009 Websense® Web2.0@Work™ survey, 70% of the top 100
most popular destinations on the Web hosted malicious content. Organizations
that do not manage Web access are at risk. Websense Web Security™ delivers
the industry’s most advanced Web security and content filtering solution to stop
threats before they enter the organization, help optimize IT resources, mitigate
legal liability, and increase productivity.

Industry Leading Web Security

Websense Web Security has been recognized in independent research studies,
market share reports, and by customers worldwide as the premier Web security
solution. No other solution is backed by over 15 years of Web security experience,
the knowledge and skills of a global research staff of 130 professionals, and the
Websense ThreatSeeker™ Network.

Websense Web Security Offers: A
* Industry-leading Web security with real-time security updates

* Advanced control over protocol-based applications

e Easy-to-use Web-based management and reporting

* Enterprise-class scalability )

Advanced Application Controls

File sharing, peer-to-peer computing, instant messaging and other applications are
widely used in today’s organizations. These applications, however, can decrease
efficiency and expose organizations to security risks and data loss. Websense

Web Security safeguards users, preserves efficiency, and prevents data loss with
hundreds of protocols covering thousands of applications, all managed with the
simple check of a box.

Simple, Yet Powerful Management and Reporting

Websense Web Security includes centralized, task-based management and
reporting that integrates granular policy control with in-depth reporting.

The intuitive, Web-based dashboard empowers organizations to easily create
actionable reports, and includes built-in and custom reporting capabilities.
Websense Web Security requires less effort to manage than competitive
solutions, while providing greater visibility and control.

Scalable Architecture

IT departments in expanding or distributed organizations face scalability and
administration challenges not typically experienced by smaller, single-site
organizations. Websense Web Security is a flexible solution—designed to expand
with the organization—from 50 to 250,000 users and beyond. Centralized and
delegated management and reporting options remove the burden of administrative
complexity from IT resources.



Websense, Inc.
San Diego, CA USA
tel 800 723 1166

tel 858 320 8000
www.websense.com

Websense UK Ltd.
Reading, Berkshire UK
tel 0118 938 8600

fax 0118 938 86981
www.websense.co.uk

Australia Italy
websense.com.au websense.it

Brazil Japan
websense.com/brasil websense.jp
Colombia Malaysia
websense.com/latam websense.com
France Mexico
websense.fr websense.com/latam
Germany PRC

websense.de prc.websense.com
Hong Kong Singapore
websense.cn websense.com
India Spain
websense.com websense.com.es
Ireland Taiwan
websense.co.uk websense.cn
Israel UAE
websense.co.uk websense.com

websense-

ESSENTIAL INFORMATION PROTECTION™

WehbSecurity . I Super Adminsiiator =] a2t D\
nam SR 1oc0v: eaith, Security, and Value Since Midnight Mo Changes Detected
S Database Download  [2 Customize 4= Print ‘About [ @
Today ] Health Alert Summary (i Today's Value @ =
History = o Common Tasks
Fay @ W @ Requests: 407 1y o et
Audit Log | Malicious: 1 lequests:
=1 Create Poli
Reporting 1 @ Blocked: 37 B A
L 0 | aduit: 2 25 Recategorize URL
Presentation Reports ® RISU: 10 @
Tnvestigative Reports @ soveare:n i URMatk URL
(Policy Manogement | & S
Clients. |
Soifckas Top Categories by Requests (i policy Enforcement by Risk Class. a Toolbox
Fitters [Reeamey 7]
Filter Components ] oo <4
Delegated . Ll ity Chieck Policy T~
:lﬂ:iniiztlh\ Alimat Benieith [TestFiltering |~ |
— - — URL Access |~
Souns Sany i ]
Tovws it s h o %o £ ™ = [Lomvastionte tear—{rv]
o 24 - ” - " Requents Support Portal
Bt [ )
Top Protocols by Bandwidth (i Top Blocked Users @

urre
s
o

s o ®
Hlcktes Faests

Websense Web Security Management Dashboard

Features Benefits

« Shields organizations continuously from high-risk threats
through real-time security updates—on average, over 100
each day

« Allows organizations to manage potentially risky Web sites
flexibly by leveraging the Websense ThreatSeeker Network’s
content-aware Web reputation capabilities

Proactive Web security

¢ Protects users, demonstrates compliance, and manages
productivity by monitoring and controlling thousands
of applications using more than 130 protocol filters

* Reduces security and data loss risks by preventing users
fromm communicating with unauthorized applications

¢ Saves time and IT resources—requires only a check box
to activate each control

Advanced application
controls

* Increases visibility to and reporting of Web security risks,
Web use, and organizational compliance issues

¢ Shows instantly actionable data in an easy-to-understand
format

¢ Implements controls with a point and click—no complicated
scripting required

Centralized and intuitive,
Web-based management
and reporting console

¢ Scales from 250 to more than 250,000 users with full
reliability and accuracy
* Decreases the burden on IT groups by allowing efficient
Flexible, distributed security management across multiple locations, departments,
architecture or groups
* Provides increased visibility to user activities and security risks
throughout the organization with distributed administration
and reporting

Powered by the Websense ThreatSeeker Network

Created by Websense Security Labs™, the Websense ThreatSeeker Network is
the technology foundation for Websense Web, data, and email security solutions.
The network provides the intelligence foundation of Essential Information
Protection™ by delivering real-time reputation analysis, expanded behavioral
analysis, and actual data identification. Defensio™ technology adds Web 2.0
content analysis and classification to this intelligence foundation, providing
advanced alerting to security threats and inappropriate content before Web users
or crawlers visit a site. This content intelligence is central to all Websense
solutions, giving customers comprehensive and up-to-date protection from
unwanted content and malicious threats.

For an online product demonstration or a free evaluation of Websense
Web Security, visit www.websense.com/evaluations.
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